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Abstract: 

The proposed system is designed to register all student information prior to examination. This in formation is stored in database in 

encrypted form. During examination, student identity is authenticated using biometric fingerprint recognition and facial 

recognition and an answer sheet containing a unique QR code is given to each student. This method will considerably help to keep 

personal information like name, class, division and roll number of student hidden from both student and any other unofficial 

personnel. This system will help to efficiently manage examination conduction in more systematic and secure manner. The 

system allows students to fill in their personal details during init ial reg istration. During examination Student identity is verified  by 

checking his/her biometric credentials. The answer sheet provided to students only consists of QR code image, which consists of 

details like subject of paper and other relevant information.  
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I.  INTRODUCTION 

 

Examination is one of the most important processes in 

educational system as it  is a  way  to evaluate the performance  

of students. Irregularit ies in exam conduction system and faults 

in the current examination procedure are a major problem and 

causing nuisance to both students and exam conducting 

authorities. Conventional exam conduction process requires 

the students to manually  enter their examination ro ll numbers 

on answer supplement, this entered information can be 

incorrect and can impede student. Any unofficial personnel can 

access these answer sheets by knowing seat number of 

particular student , thus altering marks or any other sensitive 

informat ion present on the answer sheet. Being one of the most 

successful applications of biometric verification, face 

recognition and finger print scanning have played an important 

role in the field of security, authorizat ion and    authentication. 

Irregularit ies in exam conduction system and faults in the 

current examination procedure are major problems. 

Conventional exam conduction process requires the students to 

manually enter their details. Unofficial personnel can access 

Answer sheets by knowing roll number of part icular a student. 

Biometric verificat ion such as face detection and fingerprint is 

used for authentication of students. Using QR code on answer 

sheets greatly help to keep personal informat ion like name, 

seat number of student hidden from both student and any other 

unofficial personnel. 

 

II. LITERATURE REVIEW 

 

QR Code 

QR(abbreviated from Quick Response Code) is the trademark 

for a  type of matrix barcode (or two-d imensional barcode) first 

designed for the automotive industry in Japan. A barcode is a  

machine-readable optical label that contains informat ion about 

the item to which it is attached. A QR code uses four 

standardised encoding modes (numeric, alphanumeric, 

byte/binary, and kanji) to efficiently store data; extensions may  

also be used [2]. 

The QR code is a matrix consisting of an array of nominally  

square modules arranged in an overall square pattern, 

including a unique pattern located at three corners of the 

symbol and intended to assist in easy location of its position, 

size and inclination. A wide range of sizes of symbols is 

provided together with four levels of error correction. Module  

dimensions are user specified to enable  symbol production by 

a wide variety of technique [1]. 

 

 
Figure.1. Qr code 

 

QR Code Generation 

The Encrypted string is converted to a QR image using an 

algorithm. QR code algorithm is made up of two different 

stages. The first one is similarity transformation where  the 

novel matrix gets transformed in limited steps to real 

tridiagonal or Hessenberg form. The first stage of the QR 

algorithm prepares for the next  stage which is the actual 

iterations of trid iagonal or Hessenberg matrix form [1]. 

 

BIOMETRIC RECOGNITION 

 

FINGERPRINT RECOGNITION 

Fingerprint recognition or fingerprint authentication refers to 

the automated method of verify ing a match between two 

human fingerprints. Fingerprints are one of many fo rms of 

biometrics used to identify individuals and verify their identity. 

The analysis of fingerprints for matching purposes generally  

requires the comparison of several features of the print  pattern. 

These include patterns, which are aggregate characteristics of 

ridges, and minutia points, which are unique features found 

within  the patterns [4]. Fingerprint processing has three 

primary functions: enrolment, searching and verification. 
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Among these functions, enrolment is one that captures 

fingerprint image from the sensor; it plays an important ro le  in  

fingerprint identification. Regarding to verificat ion function, 

there are several techniques to match fingerprints such as 

correlation- based matching, minutiae-based matching, ridge 

feature-based matching and minutiae-based algorithm [4]. 

However, the most popular algorithm was minutiae  based 

matching algorithm due to its efficiency and accuracy.  

 

 
Figure.2.  Finger print 

 

FACIAL RECOGNITION 

Facial recognition / Facial authentication system is a computer 

application capable of identifying or verifying a person from a 

digital image or a  video frame from a v ideo source. One of the 

ways to do this is by comparing selected facial features from 

the image and a facial database. With LBP it is possible to 

describe the texture and shape of a digital image. Th is is done 

by dividing an image into several s mall regions from which the 

features are extracted (fig. 3) These features consist of binary  

patterns that describe the surroundings of pixels in the regions. 

The obtained features from the regions are concatenated into a 

single feature histogram, which forms a representation of the 

image. Images can then be compared by measuring the 

similarity (distance) between their histograms. LBPH is used 

to ext ract features which can be used to get a measure for the 

similarity between these images. The main idea is that for 

every pixel of an  image the LBP-code is calculated. The 

occurrence of each possible pattern in the image is kept up. 

The histogram of these patterns, also called labels, forms a 

feature vector, and is thus a representation for the texture of the 

image. These histograms can then be used to measure the 

similarity between the images, by calcu lating the d istance 

between the histograms. The basic idea of Local Binary  

Patterns is to summarize the local structure in an image by 

comparing each pixel with its neighborhood [6]. Take a p ixel 

as center and threshold its neighbors against. If the intensity of 

the center pixel is greater-equal its neighbor, then denote it 

with 1 and 0 if not. You’ll end up with a binary number for 

each pixel, just like 11001111. So with 8 surrounding pixels 

you’ll end up with 2^8 possible combinations, called Local 

Binary Patterns or sometimes referred to as LBP codes. LBPH 

facial recognition technique has a m accuracy of 98.2% which  

is 2.2% h igher than other common techniques likes Eigen faces 

and Fisher faces [6]. 

 

 
Figure.3.Lbp Image  

III. EXIS TING S YSTEM 

 

The current Examination process requires students to fill an  

examination form prior to examination. This fo rm consists of 

basic personal details of indiv idual appearing for exam , the 

details include information like name , roll number , class ad 

subjects for which exam is being conducted .This submitted 

form by individual students is processed manually and hall 

tickets are generated . These hall t ickets are then given to 

students . During examination students write their identify ing 

informat ion like seat number on ex-am supplement. Th is 

system may lead to some unauthorized personnel to have 

access to answer sheets as details corresponding to students are 

written on it and eventually resulting in tampering of marks. 

Examiner or moderator may  be b iased upon discovering the 

identity of student while evaluating the answer sheet. 

Unauthorized personnel can also be students who wish to alter 

the result of examination. The existing system fails to provide 

security in terms of confidentiality and integrity. 

 

IV. SCOPE OF THE PROPOS ED S YSTEM 

 The entire student Informat ion required for student 

authentication is encrypted and stored in database.  

 Information of the Exam supplement is digitally stored in 

the form of QR Code in the database. 

 For Authentication, Biometric Fingerprint and facial 

recognition is used. 

 Provision of services from a centralized server to various 

clients (Tablet) within the organization’s  Infrastructure. . 

 Moderator is completely unaware o f the identity of the 

student while correcting the papers making it difficult for 

any unauthorized personnel to tamper any Student’s  exam 

supplement. 

 

V. PROPOS ED SYS TEM 
 

This system is designed to register all student information prior 

to examination. This information is stored in database in 

encrypted form. During examination, student identity is 

authenticated using biometric fingerprint and Face detection. 

During examination while  taking the answer supplement 

students scan their fingerprint simultaneously when the QR of 

the supplement is scanned. This information is send to the 

server which  makes a database entry that this particular 

supplement of a part icular subject belongs to that student. 

After Evaluation o f Answer sheets QR is scanned and 

simultaneously marks are entered which is stored in the marks 

column  of the database entry made during examination. The 

identity of student is completely hidden from the examiner and 

the moderator as the answer supplement contains only an 

encrypted QR code.  
 

VI. WORKFLOW OF THE S YS TEM 
 

 
Figure. 4. Phase 1 
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Figure.5.  Phase 2 

 

 
Figure. 6. Phase 3 

 

In the above diagram it shows the workflow of the proposed 

system in phases. 

 

Phase 1: 

 

Phase 1 include student registration and QR code generation 

process. In student registration process student informat ion is 

recorded along with the fingerprint and facial image of the 

student which stored in the database. For QR code generation, 

first the random alphanumeric string is generated of length 16 

character/128 b its. It is then encrypted using AES algorithm 

and QR code is generated of the cipher text which is stored in 

the database.  

 

Phase 2: 

 

It consist of examination process in which when student is 

assigned an answer sheet the QR code on the sheet is scanned 

along with student fingerprint and face which is verified  

through cloud computing and a database entry is made that the 

assigned answer sheet belongs to that respective student. 

     

Phase 3: 

 

After evaluation of the answer sheets by the examiner, the QR 

on the sheets are scanned and their respective marks are 

entered which is stored in database for further generation of 

mark sheets 

 

VII. IMPLEMENTED S YSTEM 

 

The proposed system has been successfully implemented using 

different availab le technologies, SecuGen fingerprint SDK is 

used for fingerprint recognition, OpenCV is used for facial 

recognition. The whole applicat ion GUI is implemented using 

Microsoft Visual Studio and MySQL server is used for 

Database storage 

 
Figure.7. Fingerprint verification 

 

 
Figure. 8. Scanning qr to make database entry along  with 

facial image after fingerprint verification gui. 

 

 
Figure.9.  Marks enter gui in visual studio 

 

NOTE  

In the implemented System student is authenticated only via 

fingerprint recognition Running live facial recognition on 

client system will result in heavy bandwidth usage instead only 
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facial image is send to the server which is stored in the 

database and facial recognition is executed only on server 

system if needed in case there are problem in fingerprint 

recognition.  

 

VIII. DRAWBACKS  

 

 This approach requires an initial investment of providing 

examiners with the fingerprint scanning enabled devices. 

 Changes in lighting conditions affect the accuracy of facial 

recognition. 

 Huge database is needed to be maintained as fingerprint 

and facial images are stored. 

 Moist finger can affect the accuracy of fingerprint scanner. 

 

IX. CONCLUS ION 

 

The proposed system is mainly designed in order to prevent the 

alterations in the answer sheet and bias conducts. An effective 

solution is provided to develop a secure examination system by 

recording user details in registration phase, encrypting it and 

storing it into a database. Once Students appear for 

Examination their facial identity is recorded and mapped to an 

individual unique QR code printed on the answer sheets. Due 

to the one to one mapping during finger p rint recognition, the 

process is instantaneous. Only after proper validation student is 

allowed to appear for exam. Later the examiner enters the 

respective student’s  marks written on their answer sheet by 

scanning the QR code on it. These marks are encrypted and 

stored into the database. Also due to only information on the 

answer sheet being an encrypted QR code, the students remain  

incognito.  
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